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CONSIDER  THE  FOLLOWING  STATISTICS: 


AVERAGE  NUMBER  OF  PEOPLE  FACING  VIOLENCE  ON  THE 

JOB  ANNUALLY  IN  THE  U.S.* 


#  people  murdered— 

1000+ 

tjy^;.;.';.;.:.:.?!!;.:.';.!.;.:.?^; 

#  people  attacked— 

2  million 

#  people  threatened— 

6  million 

#  people  harassed— 

16  million 

Murder  is  the  #1  cause  of  death  for  females  at  work 

*U.S.  Dept.  of  Labor 
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KEY  TELEPHONE  NUMBERS 
State  Police 

Sgt.  Kerry  McHugh  727-29 1 9 

McCormack  Desk  727-29 1 7 

Saltonstall  Desk  727-4115 

Bureau  of  State  Office  Buildings 

Randy  Cabral,  Director  of  Security  727- 1 1 00 

Dennis  R.  Smith  727-1100 

Gerry  Roosa  727-1100 

LeoColbome  727-4100 

Neil  R.  Kilpeck  727-6223 

After  Hours  Mechanical  727-1 000 
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Preface 


This  information  is  presented  with  one  goal:  to  increase  your  awareness  of  safety  and 
security  in  the  State  Office  Buildings. 

Although  much  of  safety  and  security  is  "common  sense",  we  hear  and  read  about  acts  of 
workplace  violence  daily.  It  is  far  more  likely  that  employees  will  encounter  some  sort  of 
workplace  violence  today  than  any  other  more  publicized  safety  threat  such  as  a  fire.  Based 
on  obsei^'ations  here  at  Government  Center,  many  agencies  are  dangerously  at  risk  in  the 
reception  area  and  may  be  exposing  their  employees  to  potential  harm  or  loss. 

Unfortunately  many  employees  think  that  safety  and  security  in  the  workplace  isn't  their 
problem.  This  attitude  is  neither  practical  nor  realistic.  There  are  far  too  many  offices, 
hallways,  stairwells,  restrooms  and  parking  areas  and  too  few  resources  to  secure  the  area. 
Therefore,  employees  are  the  first  line  of  defense  against  crime. 

None  of  this  information  is  new.  Government  and  businesses  have  common  problems.  Our 
challenge  is  to  increase  awareness  and  encourage  active  teamwork. 

Sources  of  information  for  this  booklet  include  the  Massachusetts  Department  of 
Employment  and  Training,  the  American  Management  Association  and  the  Federal 
Protective  Services  Agency. 

As  you  read  through  this  booklet  remember  that  someone  who  wishes  to  cause  harm  only 
has  to  be  lucky  once.  For  our  safety  we  have  to  be  vigilant  always. 

An  Agency  Head  may  contact  the  Bureau's  Director  of  Security  or  the  State  Police 
Sergeant  assigned  to  Government  Center  at  any  time  with  questions  or  requests  for 
individual  staff  meetings. 
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Visitors 


Are  You  Prepared? 


Personal  Security 


Bureau  of  State  Office  Buildings  -  Office  of  Security  and  Safety/State  Police 


Security  and  Safety  for  the  Office  Reception  Area 


Page  6 


RECEPTION  AREA 


As  your  Agency's  Receptionist  here  are  some  questions  to  ask  yourself. 

•  Are  you  alert  to  what  is  going  on  around  you  at  all  times? 

•  Do  you  acknowledge  everyone  who  enters? 

•  Does  someone  escort  visitors  to  their  destination? 

•  Do  you  have  a  sign  in  log  for  all  visitors?  Do  you  use  it  consistently? 

•  Would  you  know  what  to  do  if  a  hostile  person  suddenly  confronted  you? 

•  Have  you  been  clearly  instructed  not  to  give  out  personal  information  to 
strangers? 

•  Is  there  a  designated  backup  for  your  absences  from  the  area?  Are  they 
prepared? 

•  Does  your  Agency  have  a  designated  receptionist  or  does  everyone  "just  share 
the  responsibility"? 

•  Does  the  layout  of  the  area  allow  a  clear  path  into  the  employee  work  area? 

•  Are  you  able  to  see  the  entire  reception  area  from  your  desk? 

•  How  much  thought  has  gone  into  the  layout  of  furniture,  planters,  etc.  in  the 
reception  area? 

•  Do  you  have  a  silent  alarm  to  notify  other  employees  of  a  problem? 

•  Do  you  know  the  State  Police  phone  number? 

•  Is  your  telephone  programmed  to  auto-dial  the  State  Police? 

•  Do  you  have  a  safe  "escape"  path? 

•  Are  there  posted  instructions  for  visitors? 

Answers  to  the  above  questions  require  only  common  sense.  With  little  or  no  additional 
expense,  an  agency  could  delay  an  unwanted  person  until  help  arrived.  Planning  for  the 
unexpected  could  preserve  everyone's  safety,  security  and  comfort. 
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 Visitors  ' 

A)  Think  about  what  a  visitor  could  do  if  allowed  unmonitored  access  to  your  office. 

•  Steal  Personal  Property 

•  Harm  employees  or  visitors 

•  Compromise  Building/ Agency  functions 

Think  about  incidents  that  you  have  seen  or  read  about  recently  which  could  have  been 
minimized  if  access  had  been  monitored  and  controlled. 

B)  Be  proactive! 

•  Acknowledge  all  visitors  promptly. 

•  Present  yourself  in  a  confident  and  competent  manner. 

•  Require  all  visitors  to  sign  a  visitor's  log. 

•  Be  sure  you  know  ahead  of  time  who  is  expecting  visitors  and  when. 

•  Be  sure  visitors  are  always  escorted  when  moving  beyond  the  reception 
area. 

•  Require  valid  photo  identification  from  all  vendors  and  contractors. 

•  Notify  the  State  Police  of  repeat  unwanted  visitors. 

•  Trust  your  intuition!  If  something  feels  wrong,  call  for  backup. 


C)  Should  these  visitors  follow  your  established  procedures? 


•  Co-workers  from  a  different  building? 

•  Co-workers  from  a  different  city? 

•  Former  co-workers? 

•  Vendors  and  sales  people? 

•  Family  members  and  friends? 
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Are  You  Prepared? 


It  is  common  for  Receptionists  to  have  to  deal  with  frustrated  or  hostile  personalities. 

A)  Stay  Alert!  Be  aware  of  the  following  non-verbal  cues  that  indicate  that  someone 
about  to  become  hostile. 

•  Touching  or  rubbing  the  nose 

•  Turning  the  body  slightly  away  from  you 

•  Shoe  scufFmg 

•  Tight  face  and  neck  muscles 

•  Running  a  hand  through  the  hair 

•  Clenched  fists 

•  Short  quick  breaths 

B)  Show  your  Authority  with  your  own  non-verbal  cues. 

•  Sit  or  stand  erect 

•  Square  your  shoulders 

•  Smile  and  make  eye  contact 

•  Speak  clearly  and  distinctly 

•  Do  not  raise  your  voice 

If  you  look  calm  the  frustrated  visitor  is  more  likely  to  calm  down. 


Bureau  of  Slate  Office  Buildings  - 


Office  of  Security  an  J  Safety/State  Police 


Security  and  Safety  for  the  Office  Reception  Area 


Page  9 


C)  Maintain  Control  of  your  office  space 

•  Stand  if  they  are  standing 

•  Maintain  eye  contact 

•  Be  couileous  initially 

•  Intermpt  them  if  you  have  to 

•  Reiterate  what  you  can  do  for  them 

Remember  this  is  your  space,  not  theirs.  It  is  easy  to  tell  when  you  give  up  control. 

D)  Deter  the  anger  or  frustration  by 

•  Getting  their  undivided  attention  ~" 

~  Use  their  name 

~  Ask  them  to  sit  down 

~  Speak  before  they  do 

•  Quickly  acknowledging  their  feelings 

~  Paraphrase  what  they  say 

~  Show  you  understand 

~  Apologize  for  the  inconvenience 

•  Offering  assistance 

~  Tell  them  exactly  what  you  can  do  for  them  and  when 
~  Offer  an  alternative  if  appropriate 

•  Letting  instinct  be  your  guide 

~  Call  for  help  if  you  sense  things  are  getting  out  of  hand 

~  Advise  co-workers  who  would  need  to  know  about  the 
potential  danger 
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Summoning  the  State  Police 

It  is  important  that  no  one  ever  hesitates  to  call  the  State  Police  at  727-2917.  They  are 
located  in  the  lobby  of  the  McCormack  and  Saltonstall  buildings  building  Monday  through 
Friday  from  7:00  AM  -10:00  PM.  This  number  should  also  be  used  after  hours  to  obtain 
assistance. 

Remember,  trust  your  intuition  when  deciding  to  call.  Never  let  the  situation  get  so  out  of 
control  that  picking  up  the  phone  would  aggravate  the  situation  flirther.  Too  often  in  the 
confijsion  of  an  incident  people  fail  to  provide  needed  information.  All  agencies  and  their 
receptionists  should  use  the  following  procedure  when  calling  the  State  Police: 

Tell  the  visitor-  "I  will  get  you  some  assistance" 
Dial  727-2917 
State  the  following: 


Hello  this  is 


from 


your  name 


your  agency 


located  in  Room 


on  the 


floor  of 


Room  # 


Floor  # 


the 


Building.  There 


Name  of  building 


is/are 


here  who 


#  of  visitors 


MenAVomen 


have  a  concern  and  need  your  assistance. 
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 Personal  Safety  Tips  for  Everyone  

A)  TRUST  YOUR  INTUITION!  IT  IS  YOUR  GREATEST  ASSET!  USE  IT! 

Avoid  rationalizations  such  as 

~  "I've  been  in  this  parking  lot  a  million  times." 
~  "It's  not  even  dark  outside  yet." 
~  "Nothing  happens  in  this  area." 

Avoid  making  assumptions  such  as 

~  "There's  a  security  guard  in  the  lobby." 

~  "I  carry  mace."  ~ 

~  "I  know  what  to  do  if  anyone  approaches  me." 

B)  HELP  YOUR  INTUITION!  PAY  ATTENTION  AT  ALL  TIMES! 

PRACTICE  THE  FOLLOWING! 

Avoid  unfamiliar  areas— Always  know  exactly  where  you  are  going. 

Change  your  habits 

Travel  in  groups 

Carry  your  keys  like  a  weapon 

Enter  only  well  lit  areas 

Always  have  a  back-up  plan  of  action 

Determine  your  physical  strengths  and  weaknesses 

When  working  alone  and  after-hours  lock  all  office  doors 

When  you  notice  locks  not  functioning,  doors  or  windows  not  closing  etc. 
inform  your  Department  Head  or  notify  the  Bureau  of  State  Office 
Buildings. 

Never  hesitate  to  go  for  or  call  for  help  before  you  lose  control  of  a  situation 
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C)  BE  OBSERVANT! 

When  noticing  an  unfamiliar  person  in  your  work  area,  mentally  note  the 
following.. 

~  age 

~  sex 

~  height 

~  weight 

~  hair/eye  color 

~  dress 

~  distinguishing  physical  characteristics-  scars,  tattoos,  etc. 
~  race 
~  accent 

Notice  any  weapons 

~  What  type 
~  How  many 

Remember  anything  they  touch. 

D)  KNOW  WHAT  TELEPHONE  NUMBERS  TO  DIAL 

1.  From  the  office,  DIAL  727-2917.  State  Police  are  trained  First  Responders. 

2.  For  locations  outside  the  office,  DL^L  9-1-1 

Dialing  9-1-1  is  not  as  simple  as  some  people  think.  Make  sure  you  know 
how  to  dial  91 1  from  your  home!  When  you  use  9-1-1,  you  must  be  able  to 
provide  the  following  information. 

•  Your  name 

•  The  phone  number  you  are  calling  from 

•  The  address  of  the  emergency  site 

•  Accurate  directions 

Never  hang  up  first!  There  may  be  additional  information  the  9-1-1  operator  needs  to  have. 
Always  let  9-1-1  personnel  terminate  the  call. 
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Notes 
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